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Identify and control applications sharing 
the same connection

Applications share sessions. To ensure users are continuously  
using an application “platform,” whether it’s Google, Facebook,  
Microsoft, or Salesforce, application developers integrate 
many different applications – which often have very different 
risk profiles and business value.

Let’s look at Gmail as an example – it has the ability to spawn 
a Google Talk session from within the Gmail UI. These are 
fundamentally different applications, and your next firewall 
should recognize that, and enable the appropriate policy 
response for each.

Enable the same visibility and control for  
remote users

Users are increasingly outside the four walls of the enterprise. 
A significant portion of the enterprise user population is 
now capable of working remotely and they expect to connect 
to their applications via WiFi, wireless broadband, or any 
means necessary.

Regardless of where the user is, or even where the application  
they’re employing might be, the same standard of control should  
apply. If your next firewall enables application visibility and 
control over traffic inside the four walls of the enterprise, but 
not outside, it misses the mark on some of the riskiest traffic.

Stop Thinking:
Restricted.

Start Thinking:
Free to go, go, go.
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Make network security simpler

Many enterprises struggle with incorporating more  
information feeds and more policies, and more management 
into already overloaded security processes and people. In 
other words, if teams cannot manage what they’ve already 
got, adding more management, policies, and information 
doesn’t help. Given that typical firewall installations have 
thousands of rules, adding thousands of application signatures 
across tens of thousands of ports is going to increase  
complexity by several orders of magnitude.

Your next firewall should apply policy based on user and  
application, which significantly simplifies policy modeling 
and management.

Deliver the same throughput and  
performance with application  
control fully activated

Many enterprises struggle with the forced compromise 
between performance and security. All too often, enabling 
network security features means turning down throughput 
and performance. If your next firewall is built the right way, 
this compromise is unnecessary.

Given the requirement for computationally intensive tasks 
(e.g. application identification) performed on high traffic  
volumes with low latency, you next firewall should have 
hardware optimized for specific tasks such as networking, 
security, and content scanning.

Stop Thinking:
Complexity.

Start Thinking:
Simplicity.



In Conclusion
We continue to adopt new applications and technologies –  
and the threats carried by them. Often times, obstructing 
their adoption can be a career-limiting move. Even when it 
isn’t, applications are how we get our jobs done, or maintain 
productivity in the face of competing personal and professional 
priorities. Because of this, safe enablement is increasingly 
the correct policy stance. To do this, you need to put in place 
the appropriate policies governing use, but also controls 
capable of enforcing them. The 10 critical capabilities we 
outlined here help you put the necessary controls in place – 
especially in the face of a more varied and rich application and 
threat landscape. Without the network security infrastructure  
to cope with such variety and depth, you can’t safely enable the 
necessary applications and manage risk. A next-generation 
firewall that delivers on these 10 capabilities is really all it takes.

Stop Thinking:
Them.

Start Thinking:
Us.
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