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Splunk Interactive Tutorial

Task 1 — Create a Dashboard for mail
We're using Splunk’s built in Demo mail log data to produce a dashboard.

1. If it's not already enabled, please enable the sample data, via Manager -> Apps:

splunk> Manager » Apps

Apps

Showing 1-11 of 11 items

Name 3 Folder name 3 Version 3 Update checking 3 Visible 3 Sharing * Status 3
Gelling started gettingstartad 1.0 Yas Yas App | Permissions Enabled
Harme launcher Yas Yos App | Permissions Enabled
learnad learned Yas MNa App | Permissions Enabled
legacy legacy Yas Nao App | Permissions Disabled
MatFlow netfiow 1.0 Yas Yot App | Permissions Enabled
sample data sample_app Yas Mo App | Permissions Enabled

2. Next let’s run a quick search to see the data we are using. Make sure you check out
the fields extracted and that Field Discovery is on:

Search | Actions +

index=sample from=* All time n

my search history

tum off auto-open
index=sample from=" to=*
[ L = > dashboard [ Save search | Build report
search | help | more» my command history | more »
.
v

Retrieves events from index(es) and filter them using keywaords or key/value expressions. - | search * 1bar=1day
- | search count=0
R - | search tag=ticket 600
Keep only search results thal have the specified "src” or “dsl” values. - | search tag=modify OR tag=delete OR tag=create starthoursage=24
a src="10.9.165.*" OR dst="10.9.165.8" - | search totalCount=0 300

Search for events with either codes 10 or 28, and a host Ihat isn't "lacalhost” and an xqp that is greater
than 5
(code=10 OR code=29) host!="localhost" xgp=5
Search for events with "404" and from host “webserver1”
404 host="webserveri"
et

Fri Apr 8

EM | Field discovery E @ « prev 2 3 4 5 6 7 8 & 10 neds | Options.. Resutsperpage | 10 ~|
Selected fields (3)
L) 4811 Apr 8 11:25:11 splunk3 sendmail[4668]: n38IPI 4668: fr in.com>, size=1@32, class=@, nrcpts=1, msgids
sourca (2) 2571000 AM 200994981825 . n38IPBMZO211468virt2 . lnt splunk. com>, pr‘DtDNESMTP daemon=MTA, I‘E'Luyn[ﬁﬁt 127 105.347
sourostype (1) cst=logs-01 satslocal = | sourcetye - | sou .
urcaty,
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3. Now we can use the Build Report Link to go to the report builder and work on what
we want to show on the dashboard, which is the total data volume per sender:

1: Define report content
Search | Define report using search language

index=sample from=" | timechart sum(size) by from

Time range
All time -

Report Data

Report type Report will display
Values over tima d| I Single field split by ancther field ;['I

Fields
Show
Sum | siza (n) =]

split by

[ from =

+ Set span for time axis intervals (for example: every 10 minutes)

Next Step: Format Report

4. Now we have selected our data, we can format it as a stacked area graph to show
total volume easily:

1: Define report content > 2: Format report

« Chart

+ Formatting aptions

Chart type Format
area =l General | X-axis | Y-axis
Chart tite Legend placement
Stacked ~| Right =l
Mutti-series mode
Combined =
Null values
Omit |
Apply
800,000 [ <herschel@royjames.coms
700,000 [0 <jel@boockiraveler.com>
600,000 I <root@splunk3.splunkit.coms
" I <spamme@splunkitcoms>
E 500,000 [ <spammer@spamdomain.coms>
B 400,000 0 <splunk@localhosts
5 ' I <teivel@dsquad.com=
300,000 [ <elevendas luciano @equagril.com.br>
[T <wccoelc @bordeaux-france com=
200,000

[ OTHER
root

100,000

Tue Mar 29 Thu Mar 31 SatApr2 Mon Apr 4 Wed Apr 6
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5. We now want to save our report and add it to a new dashboard, give your search a
name, and name a new dashboard, then add your panel as a chart:

1: Define report content = 2. Format report

e T T
[

Save report...

Save report and add to dashboard

Save resulls anly

A Ly r— Format
General | X-axis | Y-axis

area -
Add to Dashboard

o Save Search 0 Select Dashboard e Set Up Panel

Panel title | Bandwidih By Sender |

Panel type I Charl j'l & Learmn more

Search schedule (%) Run search each time dashboard loads
Long-running searches may take timea to render.
O Run scheduled search
day at midnight j
The dashboard loads resulls from the mest recent run of
the scheduled search.

* Leam mane about systam perfarmancs implications

Duncan Turnbull — Satisnet, Senior Security Consultant
15" June 2011



satisnet

streamlining security management

splunk >

6. We now return to our search and want to get an idea of how many mails are actually
landing in inboxes, rather than distinct emails sent, using the stats command

Search | Actions +

index=sample from=* II stats sum(nrcpts) by from I

stats | help | mora» my command history | more »
Provides statistics, grouped optionally by field. - | stats eount
| .. | stats first{resident_on) as resident_on
examples . | stats do(_raw) as variants by source -=X=-
" Search the acoess logs, and return the number of hits from the top 100 values of referer_domain®, - | Stals sumicount) as count by src_ip
sourcetype=occess_combined | top limit=108 referer_domain | stats - |stals de(host) as hostcount by change
& sum(count)

Return the average for each hour, of any unigue field that ends with the string *lay® (for example,
3 delay, xdelay, relay. etc).
. | stats avg(*lay) BY date_hour

Remove duplicates of resulls with the same "host” value and return the total count of the remaining
results.

. | stats distinct_countChost)

Altime =

sdashboard [ Save search | Show report

tum off auto-open

1 bar = 1.day

[
30

Fri Apr B

W | Fieid discovery =m wpev ll 2 3 4 5 5 7 B 8 10 neds | Options. Results per page | 10 v|
Selacted fields (3)

hest (1) Overlay:| None |

source (2) from & sum(nrepts) &
sourcetype (1) <03301@163.com> 0

Other interesting fields (14) <0403n@163.com> 0

cass () (1) <0403po@163.com> o

daemon (1) <0407pe@163.com> 0

7. It's much more useful to us to show the field with a friendly name, like recipients,

and also to sort to show the top sender.

Search | Actions -

indexesample frome® | stats sun(nrcptsd|as recipients|by from i sort - recipients |

sort | help | more» my command history | more »
| Sorts search results by the specified felds. . | 5o - count
.| S0t host, dest_port
examples . | sort by ESXHost, GuestOSName
Sort results by "ip* value in ascending ordar and then by *ur® value in descending order. - | BOrL -_time:
. | sort ip, -url - | sort host

Sort first 100 results in descending order of the “size” field and then by the “source” value in
ascanding order.
a ... | sort 188 -size, +source

Sort rasults by the *_time” field in ascending order and then by the “host” valua in descending
arder.

. | sort _time, -host

Alltime -
- [ sevesoarn i St rpon

1bar =1day

B
o

Fri Apr &

tum off auto-open

- ]

N | Fleld discovery =mE - 2 3 4 5 6 7 B 8 10 nexs | Options. Results perpage | 10 x|
Selected fialds (3)

hest (1) Overlay:| None =l

source (2) from & recipisnts &
sourcatype (1) <spammer{@spamdomain.coms> 2869

Other interesting fields (14) <root@splunk3.splunkit.com> 752
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8. We add this to the existing dashboard as before, this time selecting our existing

dashboard:

Add to Dashboard

o Save Search a Select Daghboard e Set Up Panel

Dashboard () New dashboard

Dashboard nama

Share dashboard
. Keep dashboard private
' Share as read-only to all users of current app

Additional parmission satlings available in Managar » Saved
Searches and Heports

Existing dashboard

wls (fappisearchiwls) fhd |

Add to Dashboard

) save Search — € Select Dashboard — (E) Set Up Panel

Panel title I Total Individual Maiks I

FPanel type I Data Table vil & Laarm more

Search schedule (+) Run search each time dashboard loads
Long-running seanches may lake time to render.

() Run scheduled search

day at midnight j
The dashboard loads resulls from the most recent run of
tha scheduled search.

& Learm more aboul system parformance implications

e ——
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9. For the next report we need to extract a new field (using the rex regular expression
command) and use a number of stats functions to produce a comprehensive report
for each sender domain:

indexwsomple frome* I}'ex fieldwfrom "@(?<domﬂim.+)>"Illstots values{from) sum(nrcpts) as recipients sum(size) as bytes by dDmﬂinI

tumn off auto-open
stats | help | more» my command history | more »

10. Now we can save our work and view the dashboard:

Add to Dashboard

o Save Search B Select Dashboard e Set Up Panel

Fanel title I Domain Summary Report I
Panel type I Data Table -—ll I Leam maore

Search schedule (%) Run search each time dashboard loads
Long-running searches may lake tima 1o render.
C] Fun scheduled search
day at midnight j

The dashbeand loads resulls from he most recent run of
tha schedulad search.

+ Leam mora aboul system parformancs implications

—— WL

Add to Dashboard

e Dashboard saved successfully

Modify the saved search at Manager » Searches and Reports » wis -
dash - 3.

View dashbua
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11. It's good, but we can make it better by changing the layout, via Edit Dashboard:

wis | Aclions ~

Schedule for POF delivery...
Bang
PrinL..

I Edit dashboard...

£  so0000 |

]

k]

g 400,000

=

w

200,000
Tue Mar 29 Thu Mar 31 Sat Ap
2011
Wiew rasults

12. Drag and drop to form a better layout:

Mew panel
Panel type
Data table d|

Title

Saved search

csources d|
Add panel

Panel layout | (Drag panels to rearder)

chart {saved) | ' m
Bandwidih By Sender
wis - dash - 1 B (saved)
otalindividual Mails
adil panal | delate wis - dash - 2

dit panal | debete

table (saved)

Darmain Summary Ranar

[T

Edit namelXML | Edit permissions
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13. You can still interact with your finished dashboard; we could have presorted the
domain report, but you can click on any of the column headings to sort it for your

needs:
.
View results
Domain Summary Report refreshed: today at 1:44:46 PM.
domain 3 values{from) & recipients 3 I bytes I
spamdomain.com <spammer@spamdomain com>

2069 3062781
alerts bounces google.com <3-INbSRAKBACNVVNSLHSLYaZ UVYLWSINVVNSL.IVTZWHTTLZWSHURPa.IV T @alerts.bounces.google.corm> 128 655801
<3.VjRSROKBMORZZRWPLWPced-Y ZcPaWjRZZRWP. NZXdaL XXPdaWfYVTe NZX@alerts bounces.google.corms

<30_vTSROKBuwlUccUZSOZSihg-befSdZmUccUZS. QcagdOaaSgdZinYWh. Qca@alerts bounces google.com>

<30eHUSROKBIEIBBI81x81EGF-ABE1CALIBEI81 2B9FCx991FCEHATSE 2B @alerts bounces.google.com>

<310XbSROQ i i i

hounces.google coms
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Task 2 — Simple Form Search
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To define a form search is a little trickier, as we need to write some XML which defines our

inputs, reports and how the two are connected.

We want to be able to search on the from address, and get details of:

e Mail volume over time
e Relay hosts used
e Mail size statistics

splunk> .m..w',\,. » User interface

User interface

Create and edit views, dashboards, and navigation menus.

1. First we have to add a view in manager:

Actions

Time ranges
Views
View PDF scheduling

Navigation menus

Add new

Add new

2. Then we can define it in XML, The blue defines our search, the orange our form and

the purple the output:

splunk;. Manager » User interface » Views » wisform

View XML
Enter and edit view XML configuration.

<form>
<label>Sender Investigation</label>

Icggar_;h:[gmla_tg}»index=sample from="3from$" relay=+ nrepts=+ sium}ggmqtﬂ'_qu-nlmg:l

<fieldsat>
<input type="text" token="from">
<label>Sender</label>
<default>NON_EXISTENT</default>
<seed>w</ sped>
<finput>
<input type="time" />
</figldsar>

R >

<chart>
<title>Incoming mail over time</title>

<option name="charting.chart">area</option>
<fchart>

<gparsbRestRracess=rimechact, count</searcbRrstfracess™

fe>
<title*Relays</title>

<sgarchPostfracess>atats count by relay</seerchPostiracess>

</table>
<table>
<title>Mail Statg</title>

<gearchPostProcess>stats avelsize) as "Average Size” sum{size) as "Total Bamdwidth" sum(prepts) as “Total Mails in

Mailboxes"</sgarghfgstRracess
</table>
</ rom>

</form>
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3. We can now view our form:

App . | Manager | Alerts | Jobs | Logout

splunk

Summary Search Views . Searches & Reports . @ Help | About

Sender Investigation | Actions +

Sender Altme = R
9 5175 matching events T Createaled g Add to dashboard [ Save search
Incoming mail over time Relays Mail Stats
relay 3 count 3 Average Size +  Total Bandwidth 3 Total Mails in Mailboxes 3
600
118-160-23B-153 dynamic hinelnet 1 1143.537391 5917806 5073
500
118-165-88-162 dynamic.hinet.net 1
€ 400
g 300 b 118-165-88-84 dynamic.hineLnet 1 View results
200 118-165-90-238 dynamic.hinet.net 1
100 118-167-129-153 dynamic. hineLnet 1
Tue Mar 29 Sat Apr 2 118-168-209-119.dynamic.hinet.net 1
2011 ;
119.17 81-79.rev.gacland.net 1
time 121-74-178-94_pool uknel net 1
N . 121.246.10.186.dynarmic kolkata.vsnl.nelin 1
View results
122-131.3-85.cust.bluewin.ch 1

View results

Resources

e Satisnet offer a range of Splunk Training courses, including the Searching and
Reporting class which empowers users to make the most of Splunk’s unique features.
See more information at our website - http://satisnet.co.uk/training splunk.htm. We
also offer a Using and an Administrating course, as well as consultancy on all aspects
of Splunk.

e If you want assistance to explore on your own Splunk instance, please email
Duncan.Turnbull@satisnet.co.uk.
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